NHOOPMAILIMOHHA A ITAMATKA U OBYUAIOUINXCA U PASMEILEHUA
HA OOUIIMAJIBHBIX MHTEPHET-PECYPCAX

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, A IIKOJbHUKH OJHU U3 CaMbIX
aKTHBHBIX Mojab3oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJWUYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT U MpoOsieMbl. DTa MaMsATKa JOJDKHA 1OMOYb Tebe OGe3011acHo
HaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnploTepHblil BUPYC - 3TO Pa3HOBUIHOCTb KOMIBIOTEPHBIX MPOTrpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBIsETCS CHOCOOHOCTh K PasMHOXKEHHIO. B jponoiHeHue k 3ToMy,
BUPYCHl MOTYT TOBPEAMTh WJIM TIIOJIHOCTBIO YHUYTOXUTH Bce (ailibl ©u  JaHHBIE,
IOJKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)kKeHHas: IporpaMma,
a TaKXke TMOBPEIUTh WIM JIa)K€ YHHUYTOXXUTH ONEPALMOHHYIO CHUCTEMYy CO BceMu (aiimamu B
nesoM. B GosbIIMHCTBE CilyyaeB paclpoCTPaHAIOTCS BUPYChI Yepe3 HHTEPHET.

MemoObl 3auumul 0m 6peOOHOCHBIX NPOSPAMM.

1. Mcnonp3yil COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOLIME CEPBbE3HBIM YPOBEHBb
3alllUThl OT BPEJOHOCHBIX POTpamm;

2. TlocrosiHHO ycTaHaBiaMBail mnadytu (UMQPOBBIE 3alIaTKH, KOTOpbIE aBTOMATHUYECKU
YCTAHABJIMBAIOTCS C IENbI0  J0pabOTKM MpOorpaMMbl) ¥ JPYrHe OOHOBJICHUS CBOEH
ornepannoHHOM cuctembl. CkauMBail X TOJBKO ¢ 0pUIMATIBHOrO caifta pa3padotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE MO/ MpaBaMH MOJIb30BATEIN, a HE aIMUHUCTPATOpA. DTO
HE IO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM MHCTAUIMPOBAThCA HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonw3yil aHTHMBUPYCHbIE NPOrPaMMHBIE HPOAYKTHI M3BECTHBIX INPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp (pu3HYECKHii JOCTYI K KOMIIBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Mcnonp3yil BHEIIHWE HOCUTENM MHPOpPMALMHU, Takue Kak (iemka, JucKk wiu Qain u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbiBaii KOMIIBIOTEpHBIE (hailiibl, MONTyUYEHHBIE U3 HEHAJIeKHBIX UCTOUYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HEro, OTIPAaBJISL JIU OH TeOe uX.
Ceru WI-FI
Wi-Fi - 370 He Bu nepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro Juib OpeH 1, mapka. Emte B 1991
rofly HHJEpiaHJICKas KommaHus 3apeructpuposana Opena "WECA", uyro o6o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "OecrpoBoOIHast TOYHOCTH'".

Jlo Hamiero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopasl SBIsSETCS TaKOW e TeXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTaHJApT BBICIIEH
3BykoBo# TexHuku Hi-Fi, uto B nmepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ja, OecnnaTHBIH MHTEpPHET-IOCTYN B Kade, OTeNsiX W adporoprax SBISETCS OTJIWYHOU
BO3MOXKHOCTBIO BbIX0/1a B MHTepHEeT. Ho MHOTHE AKCHepThl CUMTAIOT, YTO 001Ie1ocTynHble Wi-
Fi cetu He aBnsA0TCS 6€30NMaCHBIMHU.

Cosemul no 6ezonachocmu pabomul 6 06wedocmynnuix cemsix Wi-fi:

1. He nepenasaii cBoto nuuHyto nHpopmanuio yepes obmenocrynusie Wi-Fi ceru. Paboras
B HUX, KEJIATEJIbHO HE BBOJUTH MApOJIN JOCTYIIA, JIOTUHBI U KaKUE-TO HOMEpA;

2. WUcnonp3yil 1 OOHOBISAN aHTHUBUPYCHBIE MpoTrpaMMbl U OpaHaMayep. Tem cambIM Thl
o0e3onacuib ceds 0T 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ysuknuio "OOmuit noctyn k ¢aiimam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENN
aKTUBUPYIOT €€ JJisl y100CTBa UCIOJIb30BaHUs B paboTe Ui y4yeoe;

4. He ucnonb3yit nyommunsiii WI-FI ans nepenaun TUYHBIX JaHHBIX, HAPUMEP AJIs BBIXOAA
B COLIMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO MOYTY;



5. cnione3yit Tonpko 3amuiienHoe coeaunenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun yakmuo "Tlogkmouenne k Wi-Fi aBromarnyecku”.
He nomyckait aBToMaTH4eCcKOTo MOIKIFOYCHHS ycTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.
CoununanbHble ceTH
ConuanbHble CETH aKTHBHO BXOZST B HAIly XU3Hb, MHOTHE JIIOAU pabOTalOT M KUBYT TaMm
noctosHHO, a B Facebook yxke 3aperucTpupoBaH MUILTHAp YEIIOBEK, YTO SIBIISAETCS OIHOMN
CelbMON BCEX KHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNId HE MOHUMAIOT, YTO HHGopMaIus,
pasMelleHHas UMH B COIIMAJIbHBIX CETSAX, MOXET ObITh HalJleHa M UCIOJIb30BaHA KEM YrOAHO, B
TOM YHUCJIE€ HE 0053aTeIbHO ¢ OJIarMMU HaMEPEHUSIMH.

OcHosHble cogembl O 6€30NACHOCMU 8 COYUANbHBIX CEMAX.

1. Orpanuds CIUCOK Apy3eid. Y TeOs B IPY3bsAX HE TODKHO OBITh CIIYYalHBIX M HE3HAKOMBIX
JIIOICH;

2. 3amuinail cBOI0 YacTHYIO ku3Hb. He ykasbiBail maposnu, TenedoHsl, ajgpeca, 1aTy TBOETO
POXJIEHUS W JPYTYI0 JTUYHYIO WH(GOpMANMO. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJNB30BaTh JaXe
MH(GOPMALIHIO O TOM, KaK Thl U TBOU POJUTEIN TUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuIiai CBOI peIryTaImio - JCPKH €€ B YHCTOTE | 3a7aBail cebe BOIPOC: XOTe OBl ThI,
4yTOOBI JIpYrHe MOJIb30BATE€IN BHJIENH, YTO Thl 3arpyxkaemis? llogymaii, mpexae 4yeM 4YTO-TO
OITyOJIMKOBAaTh, HAMKMCATh U 3aIPy3UTh;

4. Ecnu Thl TOBOPHILIB C JIFOAbMHU, KOTOPBIX HE 3HACIllb, HE UCIOJIb3Y CBOE PEAIbHOE UMS U
JOPYTyI0 JTUYHYIO0 WHGOPMAIMU: UM, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U IpoYee;

5. N3beraii pasmemenus ororpaduit B IuTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COIUANIBHON CETH HEOOXOJMMO HCIIOJIB30BATh CIOXKHBIC MapOJIH,
cocrosmme u3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEe §;

7. Jas conmanbHO CeTH, MOYTHI M OPYTHX CAaWTOB HEOOXOAHMMO HCIIONIB30BAaTh pPa3HbIE
naponu. Torga eciau T€0s B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKU TOJIy4YaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBbIE IEeHbI'H

ONEeKTPOHHBIE JEHBI'M - 9TO OYEeHb YAOOHBIA CHocoO TMaTeked, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPHIE XOTAT MOJTYYUTH 3TH JICHBIH.

ONEKTPOHHBIE JIEHBI'M INOSIBWJINCH COBCEM HENABHO M MMEHHO H3-3a 3TOIO BO MHOIHMX
rocyapcTBax /10 CUX MOpP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIMOHHPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3lIeisaioT Ha
HECKOJIbKO BHUJIOB - aHOHMMHBIE U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercss MpOBOAUTH ONepauuud 0e3 WASHTH(PHUKAIMK I0Jb30BaTeNs, a B
HEaHOHHMMHBIX UACHTU(UKALIVS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHBIE (PHATHBIE AEHBIU (PaBHBI TOCYIAPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAPCTBEHHBIM BaJIIOTaM).

OcHnogubie cogemul no 6€30nacHol pabome ¢ INeKMPOHHBIMU OEHbSAMU.

1. IpuBsku K cuery MOOMIJIBHBIM Tene@oH. DTO caMblil yAOOHBIH M OBICTPBIM crocod
BOCCTAHOBUTh JOCTYN K cuery. I[IpuBsizanHbIii TenedoH mnoMoOXkeT, eciu 3alynemb CBOH
TJIATEKHBIN MMApOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yii ogHopas3oBble mapoiu. Ilocie nepexona Ha yCHIIEHHYIO aBTOpPH3alMIO TeOe
yke He Oy/IeT yrpoKaTh OMaCHOCTb KPa)XH WJIU TiepexBaTa MIaTeKHOTo MapoJis;

3. Bribepu cioxHbIi nmaposs. [IpectynHukaM OyAeT He IPOCTO YraaaTh CIOXKHBIN Mapodb.
Haznexxnble maponu - 3T0 maposiv, KOTOpbIe coiepKaT He MEeHee 8§ 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TPOMUCHBbIE OYKBBHI, IU(PBI U HECKOIHKO CHUMBOJIOB, TaKM€ KaK 3HAK J0JIapa,
¢byHTa, BOCKJIHIIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HAa CaliTaxX, KOTOPHIM HE J0OBEPSEILb.



DJIEKTPOHHAsI TOYTA

OJIEKTpOHHAsl MOYTa - 3TO TEXHOJOTUS M MPENOCTABISIEMBIE €0 YCIYI'M IO HEpPECBUIKE U
MOJYYCHUIO DJIEKTPOHHBIX COOOLICHH, KOTOpPBIE PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OO6b1yHO 3JEKTPOHHBIN MOYTOBBIA  SIIUMK  BBIVIJIUAT CJIeIYIOLIUM oOpa3zom:
UMs_TIONIB30BATEeSI(@UMsL_JOMeHa. Taikke KpoMme TMepeJadyd MpOCTOro TEeKCTa, HMEeTCs
BO3MOXKHOCTh TepeaaBaTh (paisbl.

Ocnognbie cogemul no 6€30NACHOU pabome ¢ INeKMPOHHOU NOYMOUL.:

1. Hago BeIOpaTh NMpaBHIBHBIA MMOYTOBBIA CEpBHC. B MHTEpHETE €CTh OTPOMHBIM BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle TOBEPATHh TE€M, KOTO 3HACIlb U KTO NEPBBIH B
pEUTHHTE;

2. He ykaspiBail B JNUYHOM mMmouTe JTUYHYI0 HH(popMmarmio. Hampumep, sydmie BbIOpath
"My3bIKaJIbHBIN (aHaTt@" wim "pok2013" BMecTo "Temal3";

3. Vcnonp3yil NBYX3TaHYIO aBTOPHU3aLMI0. JTO KOrJa NMOMHMO Mapojs HYKHO BBOJUTH
KO/I, IpUChIIaeMbIi 110 SMS;

4. BeiObepu CHOXHBIM maposib. sl KaXJA0ro IMOYTOBOTO SIIUKA JOJDKEH OBITh CBOU
HaJIC’)KHbI, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecim ecTh BO3MOXHOCTH HANMCaTb CaMOMY CBOM JIMYHBIA BOIIPOC, MCHOJB3YH 3Ty
BO3MOKHOCTb;

6. Hcnonb3yil HECKOJBKO TMOYTOBBIX SIIMKOB. llepBbIil [UIsi 4YacTHOM MNEpenucKu ¢
aZpecataMu, KOTOPBIM Thl JIOBEpsCIIb. DTO 3JEKTPOHHBIM aJpec HE HA/0 HCIOJb30BaTh IpU
peructpanuu Ha popymax M caiTax;

7. He otkpbiBail (paiiibl v Apyrue BIOXKEHUS B MHUCHbMaX, JaXKe €CIU OHU MPHIILIH OT TBOUX
npy3eid. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

8. Ilocne okoHYaHus pabOTHI HAa TOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKJIAJIKU C CAUTOM HE
3a0yap HaxaTh Ha "Beriitu".

KubepOy/uinHT Wi BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuHar - mpecieoBaHUe COOOMICHUSMHU, COACPKAIIMMHU OCKOPOJICHUS, arpeccuio,
3alyTMBAaHUE; XYIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHME C TOMOIIbIO PA3TMYHBIX MHTEPHET-
CEPBHCOB.

Ocnoguvie cogemul no 60pvbe ¢ KUbepOYIIUHSOM:

1. He 6pocaiicsa B 00it. JIyummuii crioco0: mOCOBETOBATHCS Kak ce0si BECTH M, €CJIM HET TOTO,
K KOMY MOXHO OOpaTuUThCs, TO BHayaje YCHOKOMThCS. Ecinum Tbl HayHelmb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO €11l 0O0JIbIIe pa30XKellb KOH(IIUKT;

2. YopaBnsii cBoel kubeppernyranuei;

3. AHOHMMHOCTb B ceTH MHHMMas. CylllecTBYIOT CHOCOObI BBIICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJauraHckuil oOpa3 BUPTyaldbHOW ku3HU. MHTepHET ¢ukcupyer Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. UrHopupyil enuHuuHblii HeratuB. OAHOpPA30Bble OCKOPOUTENBHBIE COOOIEHUS JIydllle
UrHopupoBaTh. OOBIUHO arpeccusi MpeKpalaeTcs Ha Ha4aJIbHOUW CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHHUSIMH, B COLIMAIbHBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHBIX aJIPECOB;

8. Ecmm Tbhl cBuzmerens kubepOymiauHra. TBoM JeMcTBUSA:  BBICTYNHUTH IPOTHUB
npecieoBaTens, Moka3aTh €My, YTO €ro JACHCTBHS OILEHUBAIOTCS HETaTUBHO, MOJIEPKaTh
KEpPTBY, KOTOPOM HYXKHA TIICUXOJOrMYecKass IOMOIb, COOOIIUTh B3pOCIBIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOunbHbIi TesedoH

CoBpemeHnHble cMapTHOHBI M IJIAHIIETHI COIepKaT B ceOe BIOJIHE B3pOCbId (YHKIMOHAM, U
TENepb OHM MOTYT KOHKYPHpPOBaTb CO CTAallMOHAPHBIMM KoMIbloTepamu. OnHaKo, CpeICTB
3alIUTHI ISl TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B



HUX NPOMCXOJUT HE Tak MHTeHCUBHO, kak aus [IK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUITOKEHU .
CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl yKe NPAaKTUYECKH TOTHAIN HACTOJIbHbIC aHAJOTH, OJHAKO
pacuupenue QpyHKIMOHAA BIeYeT 3a CO00M OOJIBIIYIO CI0KHOCTh U MEHBIIIYIO 3alUIIIEHHOCTD.
Jlaileko He Bce MPOMU3BOAUTENM BBIIYCKAaIOT OOHOBJIEHHUS, 3aKpBIBAIOIIME KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.
OcHosHble cogembl 07151 6€30NACHOCMU MOOUTLHO20 MeNehOHA:

1. Hwuuero He siBisieTcs MO-HACTOALIEMY OeCIUIaTHBIM. Bynb ocTOpokeH, Belp Korjaa tebe
npeiaraloT OeCIuIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

2. Iymaii, npexae yem otnpaBuTh SMS, ¢oto mam Bumeo. Tl TOYHO 3HACHIb, T OHHU
OyIyT B KOHEUHOM UTOre?

3. Heo06xomuMo 0OHOBIIATH OMIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(OHa;

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI [T MOOMIIBHBIX TEJIe(OHOB;

5. He 3arpyxail npuaokeHUs OT HEW3BECTHOI'O HCTOYHHUKA, BEb OHH MOTYT COJIEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeUeHuE;

6. Ilocnme Toro kak Thl BBIMIEHIb C CaliTa, TJ€ BBOAWI JIMYHYIO HMHGOpMAIUIO, 3ailiu B
HACTPOIKM Opay3epa u ynanu cookies;

7. Tlepuoaunuecku mpoBepsii, KaKue IUIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBOif HOMEp MOOHIBHOTO TeJe(OoHa TOIBKO JIFOIIM, KOTOPBIX THl 3HACHIb U KOMY
JIOBEpsICIIIb;

9. Bluetooth nomkeH OBITh BBEIKIIOYCH, KOTJa Tl UM HE MOJb3yembesi. He 3a0bIBaii mHOT A
MPOBEPSTH 3TO.
Online urpsi
CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE Pa3BICUCHUs, O0BEAUHSIONINE
COTHH ThHICSAY YEJIOBEK 10 BceMy MHpy. Urpoku nccienyroT JaHHbBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBITIOJHSIOT 3aJlaHusl, CPAXKAIOTCS ¢ MOHCTPAaMHU U IMOJIYYalOT OMBIT. 32 yIOBOJIBCTBUE
OHM IUIATST: MOKYNAIOT JUCK, OINIAYMBAIOT A00OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OIILIUH.
Bce atu cpeactBa uayT Ha MoOJAepKaHHE W PA3BUTHE WIPHI, a TaKKe Ha caMy 0€30IMacHOCTD:
COBEPUICHCTBYIOTCS CUCTEMbI aBTOPH3alLlMH, BBIYCKAlOTCA HOBbIE NaTuu (UU(pPOBHIE 3aIlJIaTKU
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B nonoOHBIX Urpax CTOUT OmacaTbCsi HE CTOJIBKO CBOMX COINEPHHMKOB, CKOJIBKO KpPa)kh TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alUU OOJIBIIMHCTBA UTP.
Ocnognbie cogenmul N0 6€30NaACHOCMU MB0E20 USPOBO20 AKKAYHMA.

1. Ecniu apyroit urpok BeseT ce0sl II0X0 WM co3/aeT TeOe HeNPUATHOCTH, 3a0JIOKUPYH ero
B CIIUCKE UTPOKOB;

2. Ioxanyiica aqMUHHUCTpAaTOpaM MIPbl HA IJIOXOE MOBEAECHUE 3TOTO MIPOKA, JKEIATEIbHO
NPWIOKUTH KaKHE-TO JI0Ka3aTeNbCTBa B BUJIE CKPUHOB;

3. He yka3piBail 1n4yHyr0 HHPOPMALUIO B Tpodaiine urpsl;

4. YBaxkall Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduIIHAIbHbBIE TATYH U MOJIBI;

6. Mcnonp3yil clokHbIE U pa3Hble MapoJy;

7. Haxxe BO Bpemsl UIpbl HE CTOUT OTKJIOYaTh aHTUBUpyc. [loka Thl urpaeub, TBOH
KOMIIBIOTEP MOTYT 3apa3uTh.
@OUIIMHT WIH KPaKa JHYHBIX JaHHBIX
OObIyHON Kpaxkeil JleHer W JOKYMEHTOB CEroJHs YK€ HUKOIO HE YIUBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOTHH 3JOYMBIIIJICHHUKH TE€PEeMECTHIINCh B HMHTEPHET, M MPOJODKAIOT
3aHUMAaThCA "ITFOOUMBIM" JI€JIOM.
Tak nosiBUIach HOBast YTpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TIaBHAs LEJIb KOTOPOro
COCTOMT B MOJIyU€HUU KOH(UICHIMAIBHBIX JaHHBIX MOJb30BaTeNel - JOrMHOB M mapoisieil. Ha
aHriuiickoMm s3bike phishing unraercst kak ¢ummar (ot fishing - peiOHas nosns, password -
MapoJib).



Ocnognvie cogemul no 60pvoe ¢ uwuneom:

1. Crnienu 3a cBOMM akkayHTOM. Eciu ThI To103peBactiib, YTO TBOS aHKETa Oblila B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKHPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
cKopee;

2. Hcnonb3yit OezomacHble BeO-CalThl, B TOM YHCIE, WHTEPHET-Mara3uHOB M MOUCKOBBIX
CHUCTEM;

3. Wcnone3yil CIOXHBIE W pa3Hble Mapoiu. Takum oOpa3oM, eciiu TeOs B3JIOMAIOT, TO
37I0YMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnau Te0si B31OMaid, TO HEOOXOJUMO IMPEIyNpeInuTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBJeHbl Y T€OsI B IPY3bsiX, O TOM, YTO T€Os B3JIOMalH U, BO3MOXKHO, OT TBOET'O UMEHHU OyieT
pacchlIaThCs CIaM U CChUIKM Ha (DUITMHTOBBIE CATHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapoisi B Opaysepe;

7. He otkpbiBail (paiibl v Apyrue BIOXKEHUS B MHUChMax, JaKe €CIU OHU MPUIUIM OT TBOMX
npys3eit. Jlydine yTo4HH y HUX, OTIPABIISUIN JI OHU TeOe 3T (paiiibl.

Hudposas penyranus

[ludposast pemyramust - 3TO HETaTHBHAS WM TO3UTHUBHAs HMH(OpMamus B CEeTH O Tebe.
Kommnpomerupytomias undopmaiius, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3sUThCA Ha TBOEW peanbHON Xu3HU. "Lludposas pemyramus” - 370 TBOH HUMUIK, KOTOPBIHA
dbopmupyercs u3 uHbopMauu o Tebe B UHTEPHETE.

TBOE MECTO KHUTENbCTBA, y4ueObl, TBOE (DMHAHCOBOE IIOJIOKEHUE, OCOOCHHOCTU XapakTepa U
pacckasbl 0 OJU3KHUX - BCE 9TO HAKAIIIMBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYOJNUKAIMK JUYHOW HWH(POpMAIMU B
HuTepHere, HE MOHUMAsT BO3MOXKHBIX MOCIEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
4To oTorpadusi, pazMeIIeHHas 5 IeT Ha3a], cTajla MPUYNHONW 0TKa3a MPHUHATH TeOs Ha padoTy.
KommenTapuu, pazMernienre TBoux gororpaduii u Ipyrue ASMCTBUS MOTYT HE UCUYE3HYTh Jaxe
I0CJI€ TOTO, KaK Thl X YAAJIHIIb. Thl HE 3HACIIb, KTO COXPAHMUI 3Ty MHPOPMALUIO, IOmaia I
OHa B TIOMCKOBBIE CHCTEMBl M COXpPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMAalT O Tebe
OKpY’KalolIue JIOAH, KOTOPbIe HAIyT W yBUAAT 3T0. HaiiTh mH(pOpManuo MHOTO JeT crycTs
CMOJET JII00OH - Kak U3 J0OpBhIX MOOYKICHHH, TaK U C HaMEPEHHEM MPUYUHUTH Bpea. DTO
MOET OBITh KTO YT'OJTHO.

OchosHble cogembl nO 3auyume Yyugpposo penymayuu.:

1. Tlogymaii, mpexzae ueM 4YTO-TO MyOJMKOBAaTh M IepenaBaTth y ceds B Oiore wid B
COIIMAILHOM CETH;

2. B HacTpoiikax mpoguiis yCTaHOBU OIpaHMYEHMs] Ha IPOCMOTP TBOEro Npouis U €ro
COJIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pa3mMemait u He yka3biBail HH()OPMAIUIO, KOTOPasi MOXKET KOT0-JIN00 OCKOPOISATH WU
00MXKaTh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE ILIKOJBHUKHA - aKTUBHBIE MOJb30BaTENU LUGPOBOro mnpocTpaHcTBa. OpHako
JTaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXHOCTSIMH IU(GPOBOTO MUpa Tpedyer
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "WHTeNUIEKTyajdbHasi COOCTBEHHOCTh' OTHOCUTCS K  pa3IMYHbIM  TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pEeTeHUH U 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHYMBasg KHHUTaMH, QoTorpadusmu, KUHOQWIBMaMU |
MY3bIKaJTbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE TIpaBa - ATO MpaBa Ha WHTEIUIEKTYAJIbHYIO COOCTBEHHOCTh Ha TIPOM3BEICHUS HAYKH,
JUTEpaTyphl M HUCKyCcCTBAa. ABTOpPCKHME IpaBa BBICTYMAIOT B KauyeCTBE TapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa He OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBHIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3yibTaTaxX CBOErO TPYJa, MOJYyYUTh U3BECTHOCTh U MpPU3HAHUE.
Huxkro 6e3 paspernieHns aBTopa He MOXKET BOCIIPOU3BOJIUTE €r0 MPOU3BEECHUE, PACTIPOCTPAHSTH,



nyOIMYHO JIEMOHCTPUPOBATH, MPOAABATh, WMIOPTUPOBATH, IYCKaTh B MPOKAT, MyOIHYHO
UCTIOJTHATS, IOKA3bIBATH/UCTIONHSTh B 3QHpe WK pa3memarb B IHTepHeTe.

Hcnonk3oBanue "MHPATCKOTO" MPOTPAMMHOTO OOECIICYCHHUS MOXKET MNPHBECTH K MHOTUM
pHCKaM: OT IMOTEPH IaHHBIX K TBOMM aKKayHTaMm 10 OJIOKHPOBKM TBOETO YCTPOKMCTBA, Tl
YCTaHOBJICHA HellerajibHas nmporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTaIbHBIC
1 OeCIUIaTHBIE IPOTPAMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopraJjie

CeTeBHYOK.P( - TBOI TTIABHBIM COBETYHK B CETH. 3/1€Ch Tl MOXKEITh Y3HATh O 0€30MacHOCTH B
CEeTU NOHATHBIM M JIOCTYNHBIM SI3bIKOM, a IPU BO3HUKHOBEHMHM KPUTHYECKOM CHUTyaluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYPCAaX M CTaTh CaMbIM IH(PPOBHIM
rpaxjaHuHOM !



